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Disclaimer: 
As a condition to the use of this document and the information contained therein, the SWGDE 

requests notification by e-mail before or contemporaneous to the introduction of this document, 

or any portion thereof, as a marked exhibit offered for or moved into evidence in any judicial, 

administrative, legislative or adjudicatory hearing or other proceeding (including discovery 

proceedings) in the United States or any Foreign country. Such notification shall include: 1) The 

formal name of the proceeding, including docket number or similar identifier; 2) the name and 

location of the body conducting the hearing or proceeding; 3) subsequent to the use of this 

document in a formal proceeding please notify SWGDE as to its use and outcome; 4) the name, 

mailing address (if available) and contact information of the party offering or moving the 

document into evidence. Notifications should be sent to secretary@swgde.org. 

It is the reader’s responsibility to ensure they have the most current version of this document. It 

is recommended that previous versions be archived. 

Redistribution Policy: 
SWGDE grants permission for redistribution and use of all publicly posted documents created by 

SWGDE, provided that the following conditions are met: 

1. Redistribution of documents or parts of documents must retain the SWGDE cover page 

containing the disclaimer. 

2. Neither the name of SWGDE nor the names of contributors may be used to endorse or 

promote products derived from its documents. 

3. Any reference or quote from a SWGDE document must include the version number (or 

create date) of the document and mention if the document is in a draft status. 

Requests for Modification: 
SWGDE encourages stakeholder participation in the preparation of documents. Suggestions for 

modifications are welcome and must be forwarded to the Secretary in writing at 

secretary@swgde.org. The following information is required as a part of the response: 

a) Submitter’s name 

b) Affiliation (agency/organization) 

c) Address 

d) Telephone number and email address 

e) Document title and version number 

f) Change from (note document section number) 

g) Change to (provide suggested text where appropriate; comments not including suggested 

text will not be considered) 

h) Basis for change 
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Intellectual Property: 

Unauthorized use of the SWGDE logo or documents without written permission from SWGDE 

is a violation of our intellectual property rights.  

 

Individuals may not misstate and/or over represent duties and responsibilities of SWGDE work. 

This includes claiming oneself as a contributing member without actively participating in 

SWGDE meetings; claiming oneself as an officer of SWGDE without serving as such; claiming 

sole authorship of a document; use the SWGDE logo on any material and/or curriculum vitae. 

 

Any mention of specific products within SWGDE documents is for informational purposes only; 

it does not imply a recommendation or endorsement by SWGDE. 
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1.0 

2.0 

3.0 

Purpose  
 
This paper provides an entry level understanding of the unique characteristics of recovering 
information from embedded device technologies.  Further documentation of forensic limitations 
and possible further areas of research are provided.  While focused on cellular telephones, for the 
purpose of this document, embedded technology refers to cellular telephones, PDA’s, skimmers, 
MP3 players, etc. 
 

Scope 
 
This document is not all inclusive and it does not contain recommendations about specific 
operating systems or forensic tools.  Any listed products are available, but not endorsed by 
SWGDE.  If you are dealing with technology outside your area of expertise, consult with an 
appropriate specialist before any attempt to recover data.  
 

Limitations  
 
Due to rapid changes in available technology, cellular telephones and PDA's present a unique 
challenge to law enforcement.  There are over two thousand models of cellular phones in use 
today.  Many of these devices use proprietary connections and operating systems making it 
extremely difficult for the forensic extraction of evidence.  Some of the limitations encountered 
are as follows: 

Cables – access cables are often unique to a particular device. 

Passwords – passwords can restrict access to a device.  Traditional password cracking methods 
can lead to permanent inaccessibility of data.  

SIM (Subscriber Identity Module) Cards – easily passed between cellular handsets, the 
amount and type of data that is located on a SIM card varies by manufacturer and carrier.  

Lack of Training – as a result of vendor specific technology, there is not a standardized method 
of extracting data from these devices.  

Dynamic Nature of the Data – most embedded devices do not have a non-intrusive method to 
access stored data.  Specifically, the data on cellular telephones / PDA’s is constantly changing 
regardless of conventional write blocking methods.   

Block Incoming and Outgoing Signals – attempts should be made to block incoming and 
outgoing signals of a wireless device.  Common methods include portable Faraday bags, RF 
enclosures, and jamming appliances.  However, these methods can be quite expensive and not 
always successful or practical.      

Legal Issues - unopened emails, unread text messages, and incoming phone calls present non-
consensual eavesdropping issues. 
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Condition of the Evidence – cell phones and similar devices are subject to be damaged or 
contaminated.  Damaged / destroyed handsets present a unique challenge in that the current 
methodologies suggest interaction with an operable device.   

Loss of Power – many of these devices lose data or initiate additional security measures once 
discharged or shut down.   

Unallocated Data – most of the forensic tools available do not address storages areas in cellular 
telephones that may contain deleted information.   

SScciieennttiiffiicc  WWoorrkkiinngg  GGrroouupp  oonn  
DDiiggiittaall  EEvviiddeennccee  

4.0 

5.0 

General Practices 

While there is not a current uniform best practice, this is the suggested hierarchy of retrieval 
methods (a combination of tools may be necessary to recover different categories of data from 
the same device): 

1. Use proven and validated hardware/software solutions (Paraben, Logicube CellDek,
Susteen Secure View, XRY, etc.).

2. Use open source, free, manufacturer specific tools (iDEN tools for Motorola cellular phones
/ media tools, BitPim, Oxygen Phone Manager for Nokia handsets, etc.).

3. Use wireless transfer methods such as Bluetooth or Infrared.

4. Use the suspect device to display data while photographing or videotaping the screen
(Project-a-phone, digital camera, digital camcorder).

5. Use the suspect device to E-Mail or forward data to an examiner’s system.

Biological contaminates and physical destruction provide unique challenges to the recovery of 
data.  General practices rely on interacting with the device to extract information.  When a 
handset is damaged beyond operability, it may be necessary to access the device at the chip level 
which requires specialized equipment and training. 

Reference Sites and Publications 

The below listed resources provide information that may prove helpful to the examiner: 

1. NIST Guideline on Cell Phone Forensics

2. www.search.org

3. www.mobileforensics.com
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4. www.phone-forensics.com 

5. www.digital-detective.uk.com 
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History: Embedded Technology 

Rev # Issue Date Section History 

1 03/06/07 Original Release for Public Comments 

Updated document per current SWGDE Policy with new disclaimer. No 
changes to content and no version/publication date change. (9/27/2014) 

Archived 06/04/2015 All 
SWGDE reviewed this document under the five-year review requirement 
and determined it should no longer be utilized due to out-of-date 
information. It has been archived. 

Archived 10/24/2025 All Added ARCHIVED watermark. 
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