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Disclaimer Regarding Use of SWGDE Documents

SWGDE documents are developed by a consensus process that involves the best efforts of
relevant subject matter experts, organizations, and input from other stakeholders to publish
standards, requirements, best practices, guidelines, technical notes, positions, and considerations
in the discipline of digital and multimedia forensics and related fields. No warranty or other
representation as to SWGDE work product is made or intended.

SWGDE requests notification by email before or contemporaneous to the introduction of this
document, or any portion thereof, as a marked exhibit offered for or moved into evidence in such
proceeding. The notification should include: 1) The formal name of the proceeding, including
docket number or similar identifier; 2) the name and location of the body conducting the hearing
or proceeding; and 3) the name, mailing address (if available) and contact information of the
party offering or moving the document into evidence. Subsequent to the use of this document in
the proceeding please notify SWGDE as to the outcome of the matter. Notifications should be
submitted via the SWGDE Notice of Use/Redistribution Form or sent to secretary(@swgde.org.

From time to time, SWGDE documents may be revised, updated, deprecated, or sunsetted.
Readers are advised to verify on the SWGDE website (https://www.swgde.org) they are utilizing
the current version of this document. Prior versions of SWGDE documents are archived and
available on the SWGDE website.

Redistribution Policy

SWGDE grants permission for redistribution and use of all publicly posted documents created by
SWGDE, provided that the following conditions are met:

1. Redistribution of documents or parts of documents must retain this SWGDE cover
page containing the Disclaimer Regarding Use.

2. Neither the name of SWGDE nor the names of contributors may be used to endorse
or promote products derived from its documents.

3. Any reference or quote from a SWGDE document must include the version number
(or creation date) of the document and also indicate if the document is in a draft
status.

Requests for Modification

SWGDE encourages stakeholder participation in the preparation of documents. Suggestions for
modifications are welcome and must be submitted via the SWGDE Request for Modification
Form or forwarded to the Secretary in writing at secretary(@swgde.org. The following
information is required as a part of any suggested modification:

a) Submitter’s name
b) Affiliation (agency/organization)
c) Address


https://usg02.safelinks.protection.office365.us/?url=https%3A%2F%2Fwww.swgde.org%2Fnotification-of-doc-usage&data=05%7C02%7CMLongwell%40fbi.gov%7C62ea972f0f8e4791d68408dc12ccb13c%7C022914a9b95f4b7bbace551ce1a04071%7C0%7C0%7C638405917570588417%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=5hiBMh6Bj9jDryuToMur0LM5ribL0QKoDW6IvAXWw4U%3D&reserved=0
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d) Telephone number and email address

e) SWGDE Document title and version number

f) Change from (note document section number)

g) Change to (provide suggested text where appropriate; comments not including suggested
text will not be considered)

h) Basis for suggested modification

Intellectual Property

All images, tables, and figures in SWGDE documents are developed and owned by SWGDE,
unless otherwise credited.

Unauthorized use of the SWGDE logo or document content, including images, tables, and
figures, without written permission from SWGDE is a violation of our intellectual property
rights.

Individuals may not misstate and/or over represent duties and responsibilities of SWGDE work.
This includes claiming oneself as a contributing member without actively participating in
SWGDE meetings; claiming oneself as an officer of SWGDE without serving as such; claiming
sole authorship of a document; use the SWGDE logo on any material and/or curriculum vitae.

Any mention of specific products within SWGDE documents is for informational purposes only;
it does not imply a recommendation or endorsement by SWGDE.
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1. Introduction

The purpose of this document is to describe the proper documentation of friction ridge evidence
by qualified personnel when using a digital camera in the field.

The procedures described in this document are made in accordance with Scientific Working
Group on Friction Ridge Analysis, Study and Technology (SWGFAST) guidance [1, 2].

2. Equipment
A digital camera kit should consist of, at a minimum, the following items:

e Digital single-lens reflex (DSLR) or Mirrorless Interchangeable Lens Camera (MILC)
e Fixed focal length macro lens

e Detachable flash with remote capabilities

e Remote shutter release

e Sturdy tripod capable of various angles and positions

e Variety of light sources (e.g. floodlights, flashlights, Alternate Light Sources [ALS])
e Lens filters

e Inclinometer or angle finder

¢ Digital storage media

e Flatrigid scales

The digital camera kit can also include the following optional items:

e Laptop with appropriate software for viewing images at the scene
e Appropriate cables and connections

e Media card reader

e Portable hard drives.

3. Camera Set Up and Use

Prior to capturing friction ridge detail, determine the maximum area of coverage in which a
minimum of 1000 ppi may be achieved. See SWGDE 17-P-002-1.0 Guidelines for the Testing
and Capture of Latent Impressions Using a Camera or Scanner [3] for more information.

1. Verify camera settings including, but not limited to: time/date, image file format, and
image size. Images should be captured using uncompressed, or lossless compression (e.g.
RAW or TIFF). Refer to SWGDE 16-M-001-3.0 Digital Image Compression and File
Formats Guidelines [4].

2. Capture an overall view of the friction ridge detail both without and with a scale, using
proper lighting. [5]
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10.

Mount the camera on a tripod with the camera’s sensor plane parallel to the impression.
Ensure the area to be photographed does not exceed the previously determined maximum
area of coverage [3].

Light the friction ridge detail using an appropriate lighting technique [5].

Place scale on the same plane and as close as possible to the impression without obscuring
detail. The scale may contain case information based on organizational procedures. (see
Figure 1)

Use manual or aperture priority modes for more control over the exposure and depth of
field.

Capture an image of the impression.

Repeat for each impression, adjust the lighting and camera settings as needed.

If the evidence is processed further, re-photograph as appropriate for all friction ridges
developed.

Image files should be transferred to an approved storage device and camera media should
be reformatted; refer to SWGDE 17-1-001-1.1 Best Practices for Maintaining the Integrity

of Imagery [6].
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Figure 1. Scale Placement (Image Credit: SWGDE)
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5. History
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