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1.

Purpose

The purpose of this document is to explain that the use of the MD5 and SHA1 hash algorithms
remains acceptable for certain functions in digital and multimedia forensic disciplines despite the
algorithms having been shown to be inappropriate for broader cryptographic purposes.
2.

Scope

This document addresses the use of the MD5 and SHA1 hash algorithms for integrity verification
and file identification.
3.

Summary

There are many types of hashes that are used for different purposes. This paper discusses four
commonly-used hashing algorithms: MD5, SHA1, SHA2, and SHA3.
While SWGDE promotes the adoption of SHA2 and SHA3 by vendors and practitioners, the
MD5 and SHA1 algorithms remain acceptable for integrity verification and file identification
applications in digital forensics. Because of known limitations of the MD5 and SHA1
algorithms, only SHA2 and SHA3 are appropriate for digital signatures and other security
applications.
4.

Background

4.1 Hashing: General Background
Hash algorithms use complex mathematics to create a value that is typically represented as a
string of hexadecimal characters (called a hash) based on a given set of data. If the data changes,
so will the hash. When two different datasets produce the same hash, this is called a collision.
There are two types of collisions: random collisions and deliberately engineered collisions.
While there have been engineered collisions in some modern hash algorithms, no random
collisions have yet been identified. (See Reference Section for additional information.)
Hashing serves a variety of functions. It is used for integrity verification, file identification,
random number generation, creating a unique representation of a file to be digitally signed, and
many other uses. Most public key digital signature applications require a hash as part of the
process. In the field of digital forensics, hashing is primarily used for integrity verification and
file identification.
4.2 Integrity Verification
The goal of integrity verification is to determine if data has changed since the hash value was
calculated. This is a common use of hashes in digital and multimedia forensics. Integrity
verification is important for maintaining a chain of custody. When a file is hashed, a “digital
fingerprint” of a file is created, which is unique to the file. The change of even one bit in a file
will cause the hash to change.
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4.3 File Identification
The goal of file identification is to efficiently scan a digital image or other digital object for
specific items. Because a hash is significantly smaller than the file it describes and it is not
possible to re-create a file based on its hash, many organizations use hashes to identify files. The
hashes are easier to distribute and protected information is not disclosed. Many common forensic
tools use lists of hash values to identify known and notable files in an examination. For example,
the National Institute of Standards and Technology (NIST) National Software Reference Library
distributes hashes of known software. See www.nsrl.nist.gov.
4.4 What makes hash algorithms good or bad?
Hash algorithms are ranked according to their strength for various underlying properties,
including collision resistance and preimage resistance.
● Collision resistance means that there are not two files with the same hash. Collisions can
occur randomly or be engineered. If it is possible to create two files with the same hash,
the algorithm is considered broken with respect to collision resistance.
● Preimage resistance is the inability to create a file with the same hash as a previously
calculated hash.
● Other properties. There are other properties of hashing algorithms, such as the inability to
reverse engineer a file from its hash and the computational efficiency of the algorithm.
4.5 Description of Commonly-Used Hash Algorithms
There are four common hash algorithm families in current use. (See Reference Section for
additional information.)
1. MD5: MD5 is defined in IETF RFC 1321 and is the oldest among these hash algorithms.
The first practical public attack on MD5 was published in 2004. This attack can be used
to engineer hash collisions, involving the deliberate creation of two files with the same
hash. It cannot be used to create a different file whose hash matches a pre-existing file’s
hash.
2. SHA1: SHA1 was first allowed for federal use in NIST publication FIPS 180 in 1995 and
subsequently disallowed in 2010. The attack on MD5 raised the possibility that the same
type of attack could be used on SHA1. The first successful SHA1 collision attack was
published in 2017. However, like the MD5 attack, it cannot be used to create a different
file whose hash matches a pre-existing file’s hash.
3. SHA2: NIST added SHA2 to FIPS 180 in 2006 after concerns about SHA1 surfaced. It
includes multiple versions, the most common being SHA256 and SHA512. There are no
known significant attacks against SHA2.
4. SHA3: NIST added SHA3 to FIPS 180 in 2015. It uses a different algorithm than
previous SHA versions. There are no known successful attacks against SHA3.
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The numbers involved with random collisions and preimage attacks are hard to visualize. The
following table provides a visual analogy:

MD5
SHA1
SHA2/3

5.

Random Collision Probability
Numerical
64
1 in 2 (about 1 in 1.84 x 1019)
1 in 280 (about 1 in 1.21 x 1024)
Between 1 in 2112 and 1 in 2256
(between about 1 in 5.19 x 1033 and
1 in 1.16 x 1077)

Random Collision Probability
Analogy
One drop out of all the water on Earth
One drop out of all the water in the solar
system
One drop out of all the water in the
Milky Way galaxy

Recommendations for the Appropriate Uses of MD5 and SHA1

Because MD5 and SHA1 have proven to be susceptible to engineered collisions, they should
only be used for certain functions. It is still appropriate to use MD5 and SHA1 for the following
situations:
● Integrity Verification
It is appropriate to use both MD5 and SHA1 for integrity verification provided the hash is
securely stored or recorded in examination documentation. This will prevent an
individual from substituting a different file and its hash. This is true for all hash
algorithms.
● File Identification
Since there are no preimage attacks against MD5 and SHA1, it is appropriate to use both
algorithms for file identification.
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